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Static Analysis

« Static analysis is the process of examining source code prior to compilation
— Without executing

« Static analysis can diagnose for:
— Quality aspects such as maintainability, reliability, understandability and complexity
— Testing issues
— Coding standard compliance issues
— Best programming practices and unsafe programming constructs and coding defects
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Static Analysis

 Analyze the program without executing it
— Doesn't depend on having good test cases or even any test cases

— Generally, doesn’t know what your software is supposed to do
— Looks for violations of reasonable programming

— Not a replacement for testing

— Very good at finding problems on untested paths

— But many defects can't be found with static analysis

— False alarm occurs
*Generally 30%
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A position of the Static Analysis in Verification

« Verification Trade-off Dimensions

Theorem proving:
Unbounded effort to
verify general
properties.

Perfect verification of
arbitrary properties by
logical proof or exhaustive
testing (Infinite effort)

Model checking:
Decidable but possibly
intractable checking of

simple temporal

properties.

Precise analysis of
simple syntactic
properties.

w
Simplified
properties

Optimistic
inaccuracy

Pessimistic
inaccuracy

EPENDABLE SOFTWARE I{ l ]’ KONKUK
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Optimistic inaccuracy
— We may accept some programs
that do not possess the property.
— It may not detect all violations.
— Example: Testing
Pessimistic inaccuracy
— It is not guaranteed to accept a
program even if the program

does possess the property being
analyzed, because of false alarms.

— Example: Automated program analysis
Simplified properties
— It reduces the degree of freedom
by simplifying the property to
check.
— Example: Model Checking
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Static Analysis

Static analysis can be divided 3 levels

Level 1: syntax checking of the source code
— Rule checking, coding style checking

Level 2: quality analysis with translated source code to CFG/DFG form
— Sematic analysis, complexity analysis

Level 3: static analysis, analyzing critical errors which can be issued during
execution
— Divided by zero, NULL pointer, Etc.
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Level 1

» Rule checking, coding style checking

« Syntax checking by IDE (e.g. eclipse visual studio) is a kind of static analysis

» Several kinds of rules

— Simple rule checking
* £.g. Brace location, tab, Etc.

— Safe coding rule checking
*T. A, RW. WITTY, “SAFE PROGRAMMING,” 1978
— Safe specification and programming(coding) is the simplest way to improve software reliability
— Proposing several rules for safe software (safe programming)
— Eg. infinite loop checking with counter, protecting buffer overflow code

public void test(){

* It is useful for coding style checking when working as a team

— Readability
— Maintainability }

public void testl()
{

}

K[ EonEvk 6
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Level 2

 Kinds of complexity, coverage, depend metrics

— Using CFG (Control Flow Graph), DFD (Data Flow Graph), Etc.

public static String collapseMNewlines({String argStr)

’—

public static String collapseNewlines(String argStr)
{
char last = argStr.charAt(0);
StringBuffer argBuf = new StringBuffer();

for (int cldx = 0 ; cldx < argStr.length(); cldx++)
{
char ch = argStr.charAt(cldx);
if (ch ="\n"|| last I="\n")
{
argBuf.append(ch);
last = ch;
}
}

return argBuf toString();
}

)
[ {
char last = argStr.charAt{0);

b2
StringBuffer argBuf = new StringBuffer():
for (intcldx =0

(cldx < argStrlengtn); (b3 )«

(-—Fal True—‘_

[ b4
char ch = argSir.charAf{cldx);
if {ch = "\n'

False— —True

last = ch;

_®

k.[retum argBuf toString();
1
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Level 2

« Source code information and dependency graph
— £.g. Cyclomatic Complexity

I*] Problems @ Javadoc [, Declaration [E) Console | (5 Metrics - src - McCabe Cyclomatic Complexity (avg/max per methad) 52 | [T Dependency Graph View i} eI = E
Metric Total  Mean Std. Dev.  Maximum Resource causing Maximum Method 2
McCabe Cyclomatic Complexity (avg/max per method) 17 2407 23 /VersionCPT/src/controller/ServerThread java analyzeMSG
Mumber of Parameters /max per method) 0.655 5 /VersionCPT/src/centroller/AdminVer java chkauth
Mested Block Depth (avg/max per methed) 1.355 5 /VersionCPT/src/controller/AdminVer java chkauth
Afferent Coupling ax per packageFragment) 15 3 /VersionCPT/src/model
Efferent Coupling (avg/max per packageFragment) 15 3 /VersionCPT/src/centroller
Instabili /max per packageFragment) 03 1 /VersionCPT/src/controller
Abstractness (avg/max per packageFragment) 0 0 /VersionCPT/src/controller
Mermalized Distance (avg/max per packageFragment) 0.5 1 /VersionCPT/src/model
Depth of Inheritance Tree (avg/max per type) 02 2 /VersionCPT/src/controller/ServerThread ja
Weighted methods per C /max per type) 187 17 28 /VersionCPT/sre/centroller/ServerThread
Mumber of Children /max per type) 0 0 0 AVersionCPT/sre/controller/AdminProject j
MNumber of Overridden Methods (avg/max per type) 10091 1 AersionCPT/src/centroller/ServerThread,
Lack of Cohesion of Methods (avg/max per type) 0.59¢ 0.894 /VersionCPT/src/model/Version.|
Mumber of Attributes (avg/max per type) 54 4009 11 AersionCPT/src/model/Cheice ja
Mumber of Static Attributes (avg/max per type) 0 0 0 0 /VersionCPT/src/controller/AdminProject.j
MNumber of Metheds (avg/max per type) 08 9818 24 MersionCPT/sre/model/Version java
Mumber of Static Methods (avg/max per type) 2 0782 7 2 /VersionCPT/src/controller/MainServer
Specialization Index /max per type) 0.06 0192 0.667 /VersionCFT/src/controller/ServerThread java
Mumber of Class g/max per packageFragment) 55 0.5 6 /VersionCPT/src/centroller
Mumber of Interfaces (avg/max per packageFragment) 0 0 0 0 /VersionCPT/src/controller
Mumber of Packages 2
Total Lines of Code 917
Method Lines of Code (ava/max per method) 549 4991 2482 112 AersionCPT/src/centroller/ServerThread java analyzeMsG R
|#] problems @ Javadoc [, Declaration &) Console [ Metrics - VersionCPT T Dependency Graph View 53
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Cyclomatic Complexity

« Cyclomatic complexity is a software metric (measurement), used to indicate the
complexity of a program. It is a quantitative measure of the number of linearly
independent paths through a program's source code. It was developed by Thomas J.
McCabe, Sr. in 1976.

« Cyclomatic complexity is computed using the control flow graph of the program:
the nodes of the graph correspond to indivisible groups of commands of a
program, and a directed edge connects two nodes if the second command might
be executed immediately after the first command. Cyclomatic complexity may also
be applied to individual functions, modules, methods or classes within a program.

« One testing strategy, called basis path testing by McCabe who first proposed it, is
to test each linearly independent path through the program; in this case, the
number of test cases will equal the cyclomatic complexity of the program.
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Cyclomatic Complexity

« Lower is better. A McCabe complexity under 5 is good, from 5-10 is OK, and over
10 is too complex. A high flow complexity may be a symptom of a function which
does too much or has low cohesion (does to many different things). But don't take
these numbers too seriously -- you may have comprehensible control flow despite
high numbers. For example, one large switch statement can be clear to understand,
but can dramatically increase the count.

« 23 is too high

Metric Total
~ McCabe Cyclomatic Complexity (avg/max per method)
w SIC
w controller
~ ServerThread java
~ ServerThread
analyzeMSG 23
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Mean Std. Dev.

G614 3.582

Do
=]
1
I

L
wa
o
al
I

232
a

Maximum Resource causing Maximum
23 NersionCPT/sre/c

Method
antroller/Serverthread java -
ontrolle

Jsre/controlle
sionCPT/sre/cantroller/Serve

3 MersionCPT/src/controller/ServerThread java

analyzeMSsG

10


http://cse.konkuk.ac.kr/

Level 3

« Static analysis

— analyzing critical errors which can be issued during
— Without execution(compile)

execution

8] workspace - FindBugs - VersionCPT/src/centroller/MainServer java - Eclipse

File Edit Source Refactor MNavigate Search Project Run  Window Help
S iBite~-QO-Q-i®S F-IP dp REMEG-F -
b Bug Explorer 52 2l ¢ |3y e =0

+ [ VersionCPT (4)
~v {3 scary (1)
~ Y& High confidence (1)
~ {4 An apparent infinite loop (1)
{2 There is an apparent infinite loop in new controller.MainServer() [Scary(8), High cc
~ 4% Troubling (3)
~ & Normal confidence (3)
~ {b Dead store to local variable that shadows field (1)
{5 Dead store to tmpVer rather than field with same name in controller AdminVer.del
~ & Value is null and guaranteed to be dereferenced on exception path (1)
{5 obj is null guaranteed to be dereferenced in controller ServerThread.analyzeMSG(S
v # Constructor invokes Thread start() (1)
{2 new controller.MainServer( invokes controller.ServerThread start) [Troubling(14), I

Cloud info:

##. Bug Reviews i3

49| Mainserverjava 52

public Mainserver() {
boolean isConnected = false;

isConnected = init(isConnected);

/*System.out.println("Server Listening.

new ServerSocket(port);
st<Socket>

y
new AdminProject();
= new SharedMemor

isConnected = true;
} catch (IOException e) {

// TODO Auto-generated catch block
rintstackTrace();

tem.out.println("init");

Sy

snck = suSack_accenti):

- =5

(no cloud selected) 2
Mo signin required

<

EONEUK

UNTVERSITY #2 There is an apparent infinite loop in new controller.MainServer() [Scary(8), High confidence]
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ist<ServerThread>();

ress]

]
=)
=
=
=
=
=
- InetAddress.gstlocallost();
" + address + " Connected”);
v
##.8ug Info 53 #|Bp¥ ~=08
MainServer java: 46
[= Navigation
There is an apparent infinite loop in new controller. MainServer()
Local varizble named isConnected
At MainServer javaline 29]
Bug: There 1s an apparent infinite loop in new ~

= m} x

]| | 58

e
o

controller MainServer()

This loop doesn't seem to have a way to terminate (other than by
perhaps throwing an exception).

Rank: Scary (8), confidence: High
Pattern: IL_INFINITE_LOOP
Type: IL. Category: CORRECTNESS (Correctness)

XML output:

<BugInstance type="IL INFINITE LOCE" pricrity="1" rank=
<Class classname="controller.MainServer">
<Sourceline classname="controller.MainServer" sourc
</Class>
<Method classname="controller.MainServer" name="<init

|
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Automated Static Analysis

« There are several tools for static analysis of source codes

— Commercial
« Powerful tool is too expensive

— Open source
«Several open source tools exist also

- DEPENDABLE SOFTWARE

EONEUK
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Tools

Level 1 : Rule Checking , Coding Style Checking - ZE9| syntax & &4

checkstyle(java) 3 BE B¢ GAFEF

StyleCop(C#) ZE BE &5 A EF

N'SIQ CppStyle(c/c++) NHN S| BEF ZY AEY HIA
cpplint(c++) 722 2EY AEY JHOIEE 2
PMD(java) : Dead code, Bl =HE, HHEEL|E=
sonar(c/c++, java S) c3Y A, B85 A s KE
QA-C(c) . MISRA C & =gt 3Y EFE

EPENDABLE SOFTWARE I{ l ]’ KONKUK
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Tools

Level 2: 00O analysis - ZE& CFG/DFG 52| HEfZ HElslo] 4T EF A EME 3
eclipsemetrics  AAFE BT BN T in Eclipse, J2fZ2 Z1 20
javancss(java) AAFE BXE BN

cobertura(java) AAIAE SEHE 24 O A 2[X] =F

MALPAS(c, ada, PLM) 2M8 2|3l directed graphs 2t regular algebra & At23HY
TEOWe EI AES TS AR Z=21o| AXE QARSES 70| 7ts. Code U}

specification & ESHE AE E0F7| 2T formal proof X|&. Nuclear, aerospace, defence

=0F9| safety critical application 2| correctness & E0F7| Q|8 Ar&L|2 QUL

ECLAIR(c/c++) : formal methods-based static analysis
BLAST(c/c++) : lazy abstraction 7|8t C ZZ2 1 model checker
Sotoarc/Sotograph(c/c++, java) : T+ZE A|Z2SIY o|EGN HE =X &2 Qs =+

| 2

ﬁ DEPENDAE!LE SOFTWARE I{ l ]’ KONKUK
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Tools

Level 3 : static analysis - 220 gt @HEME Sl 2H execution LT = A= 5o

R B (Divide by Zero, Null Pointer )& 0=

CSEe] £77 Hx3 PH EMS Such)

Findbugs(java) : _”.:ﬁ_—T'_EOﬂ EH7IE = BEES 3= HY EM =32
(O 2 integer & LIF7] & ZL double O|L} float Z cast &= B2 LHEL0})

cppcheck(c/c++) : regular expression =482 &3 AAFEQ| ZHEES 24

Fluctuat(c, ada)  BSAasTo| 2ot ZAY ERtE M =4

DevPartner(java, .NET) . S = (code coverage, dead lock detection, code quality &)

Coverity(c/c++,c# java) 88 BN =3 2|4 & SILIE open sourceOA HIdt=

712892 7|sE HEE 7tX|12 2O, coverage HA| 221 TS B

EPENDABLE SOFTWARE h.ON'EUK
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Eclipse Metrics Plugin

e Level 2

* Install
— Help -> Install New Software -> Add

-> input the location (http://metrics2.sourceforge.net/update/)

O X
Available Software
9 -

Select a site or enter the location of a site.

Work with: |type or select a site v| Add..

Find more software by working with the "Available Software Sites” preferences.

type filter text

Name Version
1@ There is no site selected @) Add Repository %
Name: |metricsl | Local...
Location: |http:_{fme-trics;z.sc-urce-‘c-rge.net,-’update,f | Archive...

@ Cance

Select all Deselect All
Details
Show only the latest versions of available software Hide items that are already installed
[ Group items by category What is already installed?

[J show only software applicable to target environment

Contact all update sites during install to find required software

EPENDABLE SOFTWARE
LABORATORY

®' = Back Mext > Finish Cancel
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Eclipse Metrics Plugin

& Install

Available Software
Check the items that you wish to install.

Work with: | metrics - hitp://metrics2.sourceforge.net/update/

0 %
:i) _|
v| Add

type filter text

Mame
3 000 Metrics

Select all Deselect All
Deetails

Metrics plugin for eclipse

Show only the |atest versicns of available software

[~] Group items by category

[1show only software applicable to target environment

[«] Contact all update sites during install to find required software

-~
@

EPENDABLE SOFTWARE I{ l ]’ KONKUK

LABORATORY TUNIVERSITY

Find more software by working with the "Available Software Sites” preferences.

Wersion

Hide items that are already installed

What is zlready installed?

Maore...

Finish Cancel

17
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Eclipse Metrics Plugin

- Z} project -> properties -> Metrics -> enable

EPENDABLE SOFTWARE
LABORATORY

& Properties for GiGAbeaconhManager

type filter bk Metrics
Resource
Andrid 7/Enable Metrics
Android Lint Preferences
Builders
FindBugs

Java Bulld Path
Java Code Style
Java Convpiler

lava Editor

Javadoc Location
Metrics

Project References
Refactoring Histony
Rum/Debug Settings
Tack Repaository
Task Tags
‘alidation
WikiText

| Restore ﬂefaults] |

Apply

[

QK

Cancel

18
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Eclipse Metrics Plugin

« Window -> Show View -> Metrics -> Metrics View

e

= Show View = 2]
[type filter text '

(=- Java Browsing -
= Make
= Maven
= Metrics
IT Dependency Graph View
IT Layered Fackage Graph View
E Layered Package Table View
[ Metrics View |
= ﬁcrecljpbnard
5 = Mylyn
. [= Plug-in Development
= Team ‘

| “ o

+ = Tracer for OpenGL ES
+ = WindowBuilder
B = XML -

m

ok || canca

EPENDABLE SOFTWARE I{ l ]’ KONKUK
LABORATORY TINTVERSTTY


http://cse.konkuk.ac.kr/

[ Project Explorer 52

=

B

Eclipse Metrics Plugin

= TraceabilityAnalyzer
= VersionCPT

EPENDABLE SOFTWARE
LABORATORY

) MainServerjava 23

1 package controller;
2
3@ import java.io.FileInputStream;[]
1

12 public class MainServer {

13
14 private final int port = 50000;
15 ServerSocket svSock;
16 private Socket sock;
By private ArrayList<ServerThread> connList;
18 private Arraylist<Socket> sockList;
19 private AdminProject adminP;
20
218 public static void main(String[] args) {
22 new MainServer();
23 }
24
258 public MainServer() {
26 boolean isCennected = false;

[#) Markers ] Properties 44 Servers [Ji Data Source Explorer [5 Snippets [#]] Problems | [ Metrics - VersionCPT - Weighted methads per Class {avg/max per type) 53 | [T Dependency Graph View

Metric
McCabe Cyclomatic Complexity (avg/max per method)
Mumber of Parameters (sva/max per method)
Nested Block Depth (avg/max per method)
rent Coupling (avg/max per packageFragment)
Efferent Coupling (avg/max per packageFragment)
Instability (avg/max per packageFragment)
Abstractness (avg/max per packageFragment)
Mormalized Distance (avg/max per packageFragment)
Depth of Inheritance Tree (avg/max per type)
Weighted methods per Class (avg/max per type)
Number of Children (avg/max per type)
Number of Overridden Methods (avg/max per type)
Lack of Cohesion of Metheds (avg/max per type)
Number of Aftributes (avg/max per type)
Number of Static Aftributes (avg/max per type)
Number of Metheds (avg/max per type)
Number of Static Methods (avg/max per type)
Specialization Index (avg/max per type)
Mumber of Classes (sva/max per packageFragment)
Mumber of Interfaces (avg/max per packageFragment)
Number of Packages
Total Lines of Code
Method Lines of Code (ava/max per method)

EONEUK

TUNTVERSITY

Total  Mean
0.655

1355

15

15

05

0

Std. Dev.

5407

Maximum

23

e

[

2i

Lo |

0.894

=)

5

0.667

oo

w©

Resource causing Maximum

ionCPT/sre/controller/ServerThread java
AersionCPT/src/centreller/adminver java
AersionCPT/src/centreller/adminver java
AersionCPT/sre/model
AersionCPT/src/centroller
AersionCPT/src/centroller
AersionCPT/src/centroller
AersionCPT/sre/model
/VersionCPT/src/centroller/ServerThread java
/VersionCPT/src/controller/ServerThread java
AersionCPT/sre/controller/AdminProject java
/VersionCPT/sre/controller/ServerThread java
/VersionCPT/sre/model/Version java
/VersionCPT/sre/model/Choice.java
AersionCPT/sre/controller/AdminProject java
/VersionCPT/sre/model/Version java
AersionCPT/src/centroller/MainServer java
AersionCPT/src/centroller/ServerThread java
AersionCPT/src/centroller
AersionCPT/src/centroller

AersionCPT/src/centroller/ServerThread java

Method
analyzeMsG
chkauth
chkauth

analyzeMSG

20
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Eclipse Metrics Plugin

« Complexity, code line, &% A &

[ Project Explorer 52 = 0 ServerThread java 41| MainServerjava 32
BR|e ~ 1 package controller;
H’ :r[[’s 3% import java. io.FileInputstreams[]
fj TraceabilityAnalyzer ; public class MainServer {

Metric Total  Mean Std. Dev.  Maximum  Resource causing Maximum Method
WcCabe Cyclomatic Complexity (avg/max per method) 1.7 2.407 23 MNersionCPT/src/controller/ServerThread java analyzeMsa
Mumber of Parameters (avg/max per methed) 0.655 0.878 5 MersicnCPT/src/controller/ AdminVer java chkauth
Mested Block Depth (avg/max per method) 1.355 0.74 3 MVersionCPT/src/controller/adminver.java chkauth
Afferent Coupling (avg/max per packageFragment) 1.5 15 3 AersionCPT/sro/model
Efferent Coupling (avg/max per packageFragment) 1.5 1.5 3 /VersionCPT/src/controller
Instability (avg/max per packageFragment) 0.5 0.5 1 AersionCPT/src/controller
Abstractness (avg/max per packageFragment) 0 0 0 MersicnCPT/src/controller
Mormalized Distance (avg/max per packageFragment) 0.5 0.3 1 /versionCPT/sro/model
Depth of Inheritance Tree (avg/max per type) 1.091 0.287 2 ersionCPT/sro/controller/ServerThread java

» Weighted methods per Class (avg/max per type) 187 17 7828 28 /WersionCPT/src/controller/ServerThread java
Mumber of Children (avg/max per type) 0 0 o 0 MNersionCPT/src/controller/AdminProject java
Mumber of Overridden Methods (avg/max per type) 1 0.091 0.287 1 AersicnCPT/src/controller/ServerThread java
Lack of Cohesion of Methods (avg/max per type) 0.59¢ 0.261 0.894 /VersionCPT/src/model/ersion java
Mumber of Affributes (avg/max per type) 54 4309 2.678 11 MersionCPT/sre/model/Choice java
Mumber of Static Attributes (avg/max per type) 0 0 o 0 /VersionCPT/sro/controller/AdminProject java
Mumber of Methods (avg/max per type) 108 9.818 £.422 4 AersionCPT/src/model/Version java
Mumber of Static Methods (avg/max per type) 2 D82 0.575 2 NersicnCPT/src/controller/MainServer java
Specialization Index (avg/max per type) 0.061 0.182 0.667 /VersionCPT/src/controller/ServerThread java
Mumber of Classes (avg/max per packageFragment) 1 5.5 0.5 6 /VersionCPT/src/controller
Mumber of Interfaces (avg/max per packageFragment) 0 0 o 0 /VersionCPT/src/controller
Mumber of Packages 2
Total Lines of Code 917
Method Lines of Code (avg/max per method) 543 4.9% 2.482 119 /VersionCPT/src/controller/ServerThread java analyzeMsi

EPENDABLE SOFTWARE
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Eclipse Metrics Plugin

« Dependency Graph

il eIl = 8

|*! Problems @ Javadoc [, Declaration & Console [F Metrics - VersionCPT | '] Dependency Graph View 53 = 0

com hanamicron bascon blustooth Hanabae
SO B ANAITICIG. b v v 14 Mo v A e i

R.id tvDisplay andeold vidgset F.d.btnRun

com. hanamicron,bascon. modael RoiditvElasped

@ Hyperbolic  Right- round for more options

Rusting.app_name ‘comhanamician:resicolestor R id. bnknd

com . hanamicron beacon bluetooth androsd support v4 unl

andiovd.os androld viay android. app

R lagout actwiry_m. android, yiew. ey

'DEPENDABLE SOFTWARE
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PMD

 Level 1+Level 3 (part of)

PMD is a source code analyzer. It finds common programming flaws like unused
variables, empty catch blocks, unnecessary object creation, and so forth. It supports
Java, JavaScript, Salesforce.com Apex and Visualforce, PLSQL, Apache Velocity, XML,

XSL.

Additionally it includes CPD, the copy-paste-detector. CPD finds duplicated code in
Java, C, C++, C#, Groovy, PHP, Ruby, Fortran, JavaScript, PLSQL, Apache Velocity,
Scala, Objective C, Matlab, Python, Go, Swift and Salesforce.com Apex and
Visualforce.

DON'T SHOOT THE MESSENGER
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PMD

e |nstall

— Install new software -> https://dl.bintray.com/pmd/pmd-eclipse-plugin/updates/

EPENDABLE SOF]|
LABORATORY,

18] workspace - Java EE - VersionCPT/src/controller/MainServer java - Eclipse

File Edit Source Refactor

Mavigate Search Project

Run  Window Help

fﬁ VersionCPT

= Layered Package Table View &3

N~ :E‘\\lﬂbl]ﬂI‘-Yik"?.lfﬂ%_‘Ts‘f:#'oqu‘f&vé?v‘ggQ"v:‘i.i = 8 @iIR I O
ByPrj. 33| = O 5 ava ) MainServerjava 52 8
ER-AR 1 package controller; Al
2y 2
E: POS 3% import java.io.FileInputStream;[]
& sic 11
2 TraceabilityAnalyz B 12 public class MainServer {
B VersianCPT 3
New >
Go Into
. connList;
Show In Alt+Shift+W > hst;
& Copy Ctrl+C =
EZ Copy Qualified Name ] args) {
[B Paste Ctrl+V
H  Delete Delete
Remove from Context Cirl+Alt+Shift+Down |
Build Path > -
Refactor Alt=Shift=T >
ted);
fa Import.. r Listening...");
By Export.. -
Et(port); =
Find Bugs > kesockets();
Refresh F5 [<ServerThread:>();
£t()s
Close Project bry()s
Close Unrelated Projects
Validate
Show in Remote Systems view fatch block
Run As > E");
Debug As >
Profile As >
Restore from Local History.
F PvD > Generate Reports
Team > F  Clear Viclation Reviews
Compare With > F Find Suspect Cut And Paste..
Configure > F  Clear Viclations
Source > | @ Check Code
Properties Alt+Enter [4. .
T rer [
Me metrics available for selection. To calculate and display metrics:
1) ensure you are in a java perspective using the package explorer,
2) select a project and enable the metrics from its context menu,
< >

O= outline 52 5] Tas

X

e i |l P

#  controller
v B MainServer

o F port:int
o svSock

sock : Sock
o connList
o
o
e main{String[]) - v
@ ° MainServer()
@ init(beolezn)
@ SaveObject()
il s ReadCbject)
@ exit] : void

=0
Elwe x|y

-

> Il BeAll ¥ = B

24
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PMD

8 workspace - PMD - VersionCPT/src/controller/Mainserver java - Eclipse
File Edit Source Refactor Mavigate Search Project Run  Window Help
M ErL B Q R @O AP 4 EIRLEE S S e
[# Package tuplorer &7 S|le v=0 e ] MainServerjava &2
= g 738 public boolean init(boolean isConnected) {
» 3 s 74 // TODO implement here
5 @Traceabi\ityAna\yzer ;g A4 client, adminU, adminP, adminV Z4H HH
4l
> B VersionCPT (4) 77 svsock = null;
78 sock = null;
79
88 erver Listening.
81
82 try {
83 svSock = new ServerSocket(port);
84 socklist = new Arraylist<Socket>();
85 connlist = new ArraylList<ServerThread>();
86 adminP = new AdminProject();
87 isConnected = true;
Violations Violations with code
T Violations Overview 232 H
= Viciauons uutme g x =08 -2 overview
- - oy
Pri Li ted  Rule  E M o
riority  Line  create dle  Hrror Message ~ f controller 415 /A N/A  VersionCPT
b 137 Thu.. M. Method na.. 5 [3] AdminProjectjava 38 N/A N/A VersionCPT
p- 101 Thu M..  Method na 5 [1) Serverjava 55 N/A N/A - VersionCPT
[= 80  Thu.. Sy. System.out.. > 1) Mainserver java 56 N/A N/A  VersionCPT
B2 73 Thu.. Av.. Avoid reassi.. > [1) AdminUserjava 59 N/A N/A - VersionCPT
[ 113 Thu.. Sy.. System.out.. > [3) ServerThread java 57 NAA N/ VersionCPT
u.. Sy.. System.out.. > min\Ver java ‘ersion
[= 2l Th g Syst It AdminVerj 150 N/A N/A - VersionCPT
=2 53 Thu Sy.. System.out ~ {3 model 187 M MN/A - VersionCPT
[ 63 Thu.. Sy.. System.out.. > [1) Categoryjava 36 /A N/ VersionCPT
= 12 Thu.. C headerCom... > 4] Constraints java 3 M/ N/ VersicnCFT
[ 16 Thu.. Be Found nen-... > [ Version java 55 M/ N/A - VersionCPT
[ 130 Thu.. E Avoid empt... > [J] Opinion java 24 /A N/A - VersionCPT
[ 90 Thu Av.. Aveid print > |9) Cheicejava 64 NAA N/A - VersionCPT
= 122 Thu.. 5. Avoid using...
= 62  Thu Av._.  Avoid print
= 14 Thu.. Be. Foundneon-..
= 15  Thu.. Be. Foundnon-..
[ 158 Thu.. E Avoid empt...
= 55 Thu.. Av.. Avoidinsta.
[ 25  Thu C publicheth
[ 117 Thu .. Av.. Avoid print.
= 14 Thu.. Fi.. This final fie.
= 17 Thu.. Be. Foundneon-..
[ 127 Thu.. 5. Avoid using...
[ 150 Thu Av.. Avoid catch
= 18 Thu.. C.. fieldComme..
= 15 Thu C fieldComme
= 16 Thu.. <C.. fieldComme..
[ 160 Thu.. If5.. Avoid using...
= 73 Thu.. C.. publicMeth...
= 17 Thu.. Llo.. Avoid using..
[ 168 Thu C publicheth v
—
EPENI VersionCPT

- a

X

[ rces] | | 2 & [

Priority
filtering

[l =0 b=

=

]
~ 0

oo

oo
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PMD

« 0|20 = dataflow, CPD (Finding duplicated code) 7} 7t&

EPENDABLE SOFTWARE
LABORATORY

KU

EONEUK
UNTVERSITY

i@ show View

type filter text

TT Dependency Graph View
TT Layered Package Graph View
[E Layered Fackage Table View
[ Metrics View

> = Mylyn

» = Oomph

» = Plug-in Development

v (= PMD
CPD View
3 Dataflow View
rZ Violations Outline
Bm violations Overview
[ XPath Designer

» = Remote Systems

B = Server

OK

Cancel
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PMD

« Method & data flow

18] workspace - PMD - VersionCPT/sre/controller/MainServer java - Eclipse
File Edit Source Refactor Mavigate Search Project Run Window Help
M- E-HRIE -0 - BB AP ABE TN [Quick Acces]
[ Package Explorer £2 S | L)
> & Pos
> s z :
» & Ty e
v B VersionCPT 110
v B 141 try {
~ P& controller (4) e
> B) AdminProject java
> B) AdminUser java 5 Violations Overview CPD View g Dataflow View 32
> B AdminVer java (1)
> B MainServerjava (2) Method: |ReadObjectq)
> B} Serverjava
> B ServerThread java (1) Line || |SaveObject] Dataflow types Codeline
» B model 137 ﬁ‘tt(%mmn) - boolean is), ufois) public static void ReadObject() throws [OException {
[ objectdat 5 main(String) )
2= Violations Outfine 53 x v=0 137 2 public static void ReadObject() throws IOException {
P Line created Rule (o]
P 137 Thu May 25 18:20: MethodNamingConver 138 3 dfis) FileinputStream fis = null;
P 101 Thu May 25 18:20t..  MethodNamingConver
[= 8o Thu May 25 18:20: SystemPrintin
[ 73 Thu May 25 18:20:..  AvoidReassigningParan 139 4 diois) Objectinputstream ois = null;
[= 113 Thu May 25 18:20...  SystemPrintln
B o1 ThuMay 25 1820".  SystemPrintin 143 5 difis) fis = new Fileinputstream("object dat"):
[ 353 Thu May 25 18:20...  SystemPrintln
[ 63 Thu May 25 18:20: SystemPrintin
= 12 Thu May 25 18:20...  CoemmentRequired 144 6 r(fis), d(ois) cis = new ObjectinputStreamifis);
B 16 Thu May 25 18:20: BeanhMembersShouldS:
= 130 Thu May 25 18:20...  EmptyCatchBlock
B> 80 ThuMay 25 1820:..  AvoidPrintStackTrace 48 7 riois) cis.readObject(;
= 122 Thu May 25 18:20...  [fStmitsMustUseBraces
= 62 Thu May 25 18:20...  AvoidPrintStackTrace 151 g e.printStackTrace();
P 14 Thu May 25 18:20: BeanMembersShoulds:
[ Thu May 25 18:20...  BeanMembersShouldS
> 158 ThuMay 25 18:20:.. EmptyCatchBlock 155 9,10 ris) if (fis 1= null)
P 35 Thu May 25 18:20:..  AvoidinstantiatingObje
P 25 Thu May 25 18:20: CommentRequired 157 10 1(fis) fis.closeq:
= 117 Thu May 25 18:20:..  AwvoidPrintStackTrace
= 14 Thu May 25 18:20: FinalFieldCouldBeStatic
P17 Thu May 25 18:20...  BeanMembersShouldS: 160 11,12 riis) if (eis |= null)
P 127 Thu May 25 18:20: If5tmtsMustUseBraces
= 150 Thu May 25 18:20...  AvoidCatchingGenerice
= 18 Thu May 25 18:20...  CemmentRequired 162 2 rfois) ois.close(;
P 15 Thu May 25 18:20: CommentRequired
B 16 Thu May 25 18:20...  CommentRequired 186 utfis), ufois) }
= 160 Thu May 25 18:20: IfStmtsMustUseBraces
B 73 Thu May 25 18:20...  CoemmentRequired
B 17 Thu May 25 18:20: LooseCoupling v
< >
EPENDABLE SOFTW.

LABORATORY

= 8

Show anomaly list <
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Report example

— User can select the form of the report

LABORATORY

@ Preferences O *
_ 1src/controller/AdminProject.java:3: Avoid unused imports such as 'java.io.File’
type filter text Reports 2 src/controller/AdminProject. java:4: Avoid unused imports such as 'java.text.DateFormat'
General 3 src/controller/AdminProject.java:5: Awvold unused imports such as 'java.text.SimpleDateFormat’
Ant N Properti 4 src/controller/AdminProject. java:6: Avoid unused imports such as 'java.util.Date'
) ) ; ame roperties 5 src/controller/AdminProject. java:11: Avoid unused imports such as ‘medel.Opinion’
Cleud Foundry
codeclimate [ i i i 114 i i
Code Recommenders O _sr‘c:"contr‘oller‘:"Adm:!.nPr'o:!ect.:!ava.ld-. heal?ier'CDmmentRerﬂulr‘emer:lt Required . . .
Data Management [ 7 src/controller/AdminProject. java:17: Avoid unused private fields such as "projectName’.
Help [ emacs 8 src/controller/AdminProject. java:17: fieldCommentRequirement Required
Install/Update O himl 9 src/controller/AdminProject. java:18: Avoid using implementation types like 'HashMap'; use the interface instead
Java ’ 0 i 18 sr¢/controller/AdminProject.java:18: fieldCommentRequirement Required
‘ idea . . . ! . . .
Java EE ) src/controller/AdminProject.java: 21: publchethodCommentRequ1rement Required
Javs percict [ summaryhtml 12 srg/controller/AdminProject. java: 26: Comment is too lar‘gE' Too many lines
ava Persistence 13 . e aa e P : PP a i A
) text 13 sr¢/controller/AdminProje - T ! ! = - -
Javascript [ textcolor 14 src/fcontroller/AdminProje - - - - > =
1SOM 0 textpad 15 sre/controller/AdminProje [] C#dslabws. Developmentieclipse-neonst O ~ C || @ ¢ Wdslabws. Development [T|&
extpa +
Maven 0 \"bhfml 16 src/controller/AdminProje
Metrics Pre"ErEnCES : . <?xml version= 0" encoding="UTF-8"?>
O xml 7 src/controller/AdminProjer <pmd timestamp="2017-05-25T19:15:36.482" version="5.6.1">
Mylyn 18 sr¢/controller/AdminProje - <file name="src/ controller/ AdminProject.java">
Cc-mph D xslt 19 srcfcontrollem’AdminProje <woc‘|1t;:rl‘FA“;ntLP;]:::(:e;:T;:;oeufrl;o“ﬁgsllirlprﬂ:;et,"‘;gn;)cplr':mu 5.6. llpmd ]a:va/rules;']avallmports html#unusedlmpcn‘s ‘0" endinec-a"
Plug-in Development [ yahtml 28 src/controller/AdminProje i > Avoid unused imports such as 'java.io.File' </violation>
v VD 21 sre/controller/AdninProje sl Jomd athub o/ s 0 3/pmd fovarulesfiovs/mports hmeuusedimpors
CPD Preferences 22 src/controller/AdminProje '4"> Avoid unused imports such as 'java.text.DateFormat' </w0\almn>
File Filters Hame: 23 src/controller/AdminProje o AdminProject” packages contrallat ruesalmpocs Statemente:filhe-Umisedimports: endcalumn-0" begincaiomm"0" endine="5"
Reports Description: 24 src/controller/AdminProje beginline="5"> Avoid unused imports such as 'java.text.SimpleDateFormat’ </violation>
. aE troller/AdminProde <viclation priority="4" externalinfourl="https://pmd.github.io/pmd-5.6.1/pmd ]avalrulesl]avallmports html#unusedlmpcn‘s“
Rule Configuraticn . - sre/con . ] class="AdminProject" package="controller" ruleset="Import " rule="" "or "0" endline="6"
Remote Systems Properties 26 srcfcontroller/AdminProje beginline="6"> Avoid unused imports such as 'java.util.Date’ </violation>
am ; : <violation priority="4" externalInfoUrl="https://pmd.github.io/ pmd-5.6. llpmd ]ava/rules/]avillmports html#unusedlmpurts"
Run/Debug i;. Src,‘:contmﬁeri:jm}nimqE class="AdminProject" package="controller" ruleset="Import P 0" endline="11"
Server 28 src/controller/AdminProje beginline="11"> Avoid unused imports such as 'medel.Opinion’ </vlulatmr|>
20 src/controller/AdminProje <violation priority="3" externalInfoUrl="https://pmd.github.io/ pmd-5.6.1/pmd-java/rules/java/ html#C ired”
Team - . ! class="AdminProject" package="controller" ruleset="C " rule=" ired" "0" begir "0" endline="122"
Terminal 3@ src/controller/AdminProje beginline="14"> headerCommentRequirement Required </violation>
31 ; : <violation priority="3" externallnfoUrl="https://pmd.github.io/ pm-5.6.1/pmd-java/rules/javal
validati 31 src/controller/AdminProje O Py v pe/pm P pmd-j i b
alidation o . ! class="AdminProject" package="controller" ruleset="Unused Code" rule= 0" endline="17"
Web 32 src/controller/AdminProje beginline="17"> Avoid unused private fields such as 'projectName’. </vmlatmn>
Eb 33 src/controller/AdminProje <vm\|almn prl‘;mly "3" axtemalinfoun—"http::l// md.github.lo/ pmd-5. 6‘ 1/pmd ]ava/rnles/]avﬂ/ html#C ired"
Web Services o . f class="AdminProject" package="controller’ "0" begir "0" endline="17"
) A 34 src/controller/AdminProje beginline="17"> fieldCommentRequirement Requi ed </violation>
WindowBuilder 35 sre/controller/AdminProje <violation priority=-3" externalInfoUrl-htpas/ / pmd.github.io/ pmd-5.6.1/ pmd-java/rules/java/ coupling html#LooseCoupling"
XML - . . class="AdminProject" package="controller" ruleset="Coupling" rule="LooseCoupling" endcolumn="0" begincolumn="0" endline="18"
36 src/controller/AdminProje 8"> Avoid using implementation types like "HashMap'; use the interface instead </violation>
37 srg/controller/AdminProje 3" externallnfoUri="https:/ /pmd.github.io/ pmd-5.6.1/pmd-java/rules/java/ html#C ired”
el . / nProject" package="controller" ruleset="C " rule="C: "0" begir "0" endline="18"
38 src/controller/AdminProje 8"> fieldCommentRequirement Required </violation>
S s st T oA <violation priorit externalinfourl="https://pmd_github.io/pmd-5.6. llpmd ]ava/rnles/]ava/ html#C irad”
class="AdminProject" package="controller" ruleset="C I "0" begir "0" endline="82"
beg 21" publi Required </v|o|at|un>
<violation priority="3" externalInfoUrl="https://pmd.github.io/pmd-5.6. llpmd -java/rules/java/ htmi#C ize"
class="AdminProject" package="controller" ruleset="C - ize" endcolumn="0" begincolumn="0" endline="81"
beginline="26"> Comment is too large: Too many lines </violation>
<violation priority="3" externallnfoUrl="https:/ /pmd.github.io/ pmd-5.6.1/pmd-java/rules/java/ coupling.html#LooseCoupling"
class="AdminProject" package="controller" ruleset="Coupling" begincolumn="0" endline="84"
beginline="84"> Avoid using implementation types like 'HashMap'; use the interface instead </violation>
<violation priority="3" externallnfoUrl="https:/ /pmd.github.io/ pmd-5.6.1/ pmd-
]avalrulesljava/ i Id| inal" class="AdminProject" package="controller" ruleset="0ptimization"
rule="| ldBeFinal" endcol "0" begincol "0" endline="84" beginline="84"> Parameter 'projectName’ is not assigned
and could be declared final </violation>
<violation priority="3" externalinfourl="https:/ /pmd.github.io/pmd-5.6.1/pmd-
java/rules/java/design.h dLevel" class="AdminProject’ p " ruleset="Design"
- - rule=", evel” "o" 1="0" endline="88" begm\me*"84”> Use block level rather than method
I'f‘?n 8) Ievelsvnchm ization </violation:
s <violation priorit: externalInfourl="https://pmd. ub.io/pmd-5.6.1/pmd ]avalrulesl]aval html#C: ired"
class="AdminProject" packagef "controller" ru\esetf"r " rule=" ad" endcol "0" begincol "0" endli 'g8"
— beginline="84"> publi Required </violation>
EPENDABLE SOFTWARE KONKUK T R a o
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PMD

* Window -> Preference -> PMD -> Rule Configuration

— A% ryle set A
— ME2& rule F7t 7t

& preferences

type filter text
General
Ant
Cloud Foundry
Code Recommenders
Data Management
Help
Install/Update
Java
Java EE
Java Persistence
JavaScript
JSON
Maven
Metrics Preferences
Mylyn
Comph
Flug-in Development
v PMD
CPD Preferences
File Filters
Reports
Rule Cenfiguration
Remote Systems
Run/Debug
Server
Team
Terminal
Walidaticn
Web
Web Services
WindowBuilder
XML

EPENDABLE SOFTWARE
LABORATORY

@ ®

Rule Configuration (=1 g

Use global rule management

If glebal rule management is enabled, you can deactivate rules here globally. This
is useful in order to ignore some rules temporarily. This setting overrides
project-specific settings.

u}

B | Rules grouped by

~ | Active rules: 377 / 377 A

Rule set / Rule “ | e

> Android (3)

g

TODO in AbstractRuleColumnDescriptor

ApexUnit (2)

Basic (24)

Basic Ecmascript (9)

Basic JSF (1)

L%

Restore Defaults Apply

Gance
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Checkstyle

Level checksty e

[ W S W A W W W o W WA W A

Checkstyle is a development tool to help programmers write Java code that adheres
to a coding standard. It automates the process of checking Java code to spare
humans of this boring (but important) task. This makes it ideal for projects that
want to enforce a coding standard.

Checkstyle is highly configurable and can be made to support almost any coding
standard. An example configuration files are supplied supporting the Sun Code
Conventions, Google Java Style.

30
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Checkstyle

e Install
— Install New Software -> http://eclipse-cs.sf.net/update/

* Properties

— Activation

— Rule configuration

EPENDABLE|

LABOR/

@} Properties for VersionCPT O *
type filter text Checkstyle - v -
Resource -
Builders Main  Local Check Configurations
Checkstyle Checkstyle active for this project Use simple cenfiguration
FindBugs [Jwrite formatter/cleanup config (experimentall)
Java Build Path Simple - use the following check configuration for all files
Java Code Style Google Checks - (Global) ~ || Configure...
Java Compiler
Java Editor Description:
Javadoc Location Checkstyle configuration that checks the Google coding conventions from Google Java Style that can be found at https://google.github.io/styleguide/javaguide.html.
PMD
Project Facets
Project References
Run/Debug Settings
Task Repository
Task Tags i
vValidation Exclude from checking...
WikiText files outside source directories Change...
[ write protected files
[] derived (generated) files
[ files not opened in editor
[ files from packages:
[ files in sync with the source repository
Description:
@ Cancel
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Checkstyle

* Rule configuration
- 7|28 22 google, sun?| coding style XS
— 0l style2 MH 7t5

« User define rule also available {8} Checkstyle Configuration o X
Built-In Configuration "Google Checks” ec pse -cs

The configuration can not be edited. ECLIPSE-CHECKSTYLE INTEGRATION
Known modules Configured modules for group "Annotations”
Input filter text here | Enabled Module Severity Comment

&4 Annotations [m] Annotation location inherit

A% lavadoc Comments [m] Annctation location inherit

&4 Naming Conventions
&% Headers

&% Imports

&% Size Violations
B Whitespace

% Regexp

&5 Modifiers

&4 Blocks

&4 Coding Problems
A Class Design

i Metrics

& Miscellaneous
& Other

% Filters

Add... = =- Remove | | Open...

Description:

Mo description available.

[#1Cpen module editor(s) on add action ® Cancel

T

EPENDABLE SOFTWARE Ii l I
LABORATORY
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Checkstyle

* Naming Convention example

EPENDABLE SOFTWARE
LABORATORY

.l
File Edit Source [m] b4
o

fyprol. 32| = O q| The configuration can not be edited. | = B &= Outline 2

P [k acced]§| 29 | 8] ¢
eC pSB-CS L

- [m] X

= B8

Gy < 1 package A @ ERws e x|y -
@E & ‘ 2 Known modules Configured modules for group "Naming Conventions” — B W ~ |
> = POS 3® import §4 # controller
> [ src 11 Input filter text here Enabled Medule Severity Comment | | ~ B Mainserver
> TraceabilityAnalyz| b 15 public cl | , &% annotations = Package Names inherit 8} edit medule configuration X
» B VersionCPT g ivate | 7 St Javadoc Comments m Type Names. inherit
b pri > &% Naming Conventions Member Names inherit Configuration of checl le module "Catch Parameter Name®
15 privat g -
%} 16 privat > ﬁ Headers [m] Parameter Names inherit The module can not be edited. | ECLIPSE-CHECKSTYLE INTEGRATION |
,1‘] 7 P”."at > i Imports [m] Catch Parameter Name  inherit
w18 privat 5 B Size Violations ) R General
19 rivat
& p , 5 whitespace IOl Local Variable Names  inherit Advanced
it R
_2e 5 84 Regexp =] Class Type Parameter .. inherit Severity: [IARert
versionCl | g Modifiers (m] Method Type Parame...  inherit raperties
4 | 5 & Blocks [m Interface Type Param inherit B " -
pe fil ormat: | A[37]([a-z0-9][a-ZA-Z0-
type filter text » & Coding Problems w Abbreviation As Word inherit [a-Z)([a 9][a-zA-Z0-9 ‘Inputa test string here
> Resource > i Class Design =] Methed Names inherit
Builders 5 B Metrics
Checkstyle 5 B Miscellaneous
Findgugs 5 B Other Translate tokens  []Sort tokens ® Default Cancel
Java Build Path 5 B Filters T
» Java Code Style |
> Java Compiler |— e
3 Java Editor Add.. -> <- Remove | Open.
Javadoc Location '/google.github.io/styleguide/javaguide.html.
PMD Description:
Project Facets Checks that catch parameter names conform to a format specified by the format property. Default pattern has the
Project References | following characteristic: ~
Run/Debug Settings « allows names beginning with two lowercase letters followed by at least one uppercase or lowercase letter
5 Task Repository « allows e abbreviation (suitable for exceptions end errors)
Task Tags + allows ex abbreviation (suitable for exceptions) W
g  allows t abbreviation (suitable for throwables) -
> Validation Dees -0 B CE— S sl v B
WikiText Change

[] Open module editor(s) on add action @ Cancel

e
[ files not opened in editor

[ files from packages:

[ files in sync with the source repository

Description:

® coc

< >

= VersionCPT

il m e
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Checkstyle

» Other rule example

= #el sloYd

NZHE BED, B2 E|X| YE FHLS O 22
2 7}X| D 2Lt method2] 0|2 FAlo2 Cf Ms}7)
2 it

2 & method, classtj = help

JavadocPackage
7} Z XS Of BhC}.

java code®| 7}Z O}X|9t &
2 2o E2 O Of THC}

NewlineAtEndOfFile OpX|2} linelt| = &A|2I3Y S &=Lt
Properties fileS 0| 8%t &

Translation 2 IZ714 o] D5 EX|8)
Of BC}.

=7tg ¥ Mg oz PEFL default 2XHET
= o|ggtct.

java file2| length-=2000 line 2000 line0] O{7t=4d 2, dA 42 2H 727 |2

FileLength = Yx| Y52 FABICH 0 class& ™ e|stct.

java file LHE0f tab 22Xt

FileTabCharacter
' o gles otsic}.

tabg 25 spaceZ X|Es{M AHBSZS BICH

1 linet] = 874 2] method 2t

RegexpSingleline 0| Z=XYs{ O} SHC}.

1lined| T3 MHS BLIH M ALBSIEE Bt

- http://netframework.tistory.com/363

EPENDABLE SOFTWARE I{ l ]’ KONKUK
LABORATORY TUNIVERSITY
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Checkstyle

 Activate example

EPENDABLE SOFTW.
HABoRATORY w

8] workspace - Java EE - VersionCPT/sre/controller/MainServer java - Eclipse - [m] X
Eile Edit Source Refactor Navigate Search Project Run  Window Help
B E-HER IR R SR -0 - A B -GS P R E M -l [quick access| || 5 | 5818 & P
Pl 2 = O AdminProject java = 0 5= outline 33 [§] Task List = B8
Bg|e T %16 private Socket sock; . =L Bws e e ¥
. & pos ;:] 17 private Arraylist<ServerThread> connlist; & controller
e pi 18 private ArraylList<Socket> sockList;
> [ src ¥l 19 private AdminProject adminP; v B, Mainserver
5 i TraceabilityAnallz 26 o port - int
> B VersionCPT i 215 public static void main(String[] args) {| o svSock : ServerSocket
% 22 new MainServer(); o sock Soc
ﬂ ii ¥ o connList - Arraylist<ServerThread=>
¥l 255 public Mainserver() { o sockList: A ocket>
;:] 26 boolean isConnected = false; o adminP : AdminProject
27 # * main(String(]) : void
28 . L ® © Mainsenver()
jo Rt isConnected = init(isConnected); - -
¥ 30 /*System.out.println("Server Listening.. @ initboolean) . bo
ol ® SaveObject()
g 32 try { Ladobject()
33 svSock = new ServerSocket(port); it - void
% 34 socklist = new Arraylist<Socket>();
i 35 comjList = new ArrayLilst<ServerThread>(j; . . H (=] o —
36 adminP = new AdminProject(): V | t — A |
t:]l 37 //shtem = new Shared.'émur)((g); IO a Ion _I_T'__ = :li
i 38
t] 39 isConnected = true;
ﬂ 48 } catch (IOException e) {
K a1 // TODO Auto-generated catch block
K 42 e.printStackTrace();
& a3 System.out.printIn("init");
Ha )
as */
% a5 while (isConnected) {
Ll a7 tru { v
[#1 Markers 22 i [ Data er [&Sn g i=[E ® =08
A EOTS, 2120 WanIngs, 108 CUNErs (FIMer Matehed 370 of 2070 neme)
bescription - Resource Path Lecation Type @
‘catch reurly' have incorrect indentation level 16, expected level should be 4. Mainserverja.. /VersionCPT/src/c..  line 119 Checkstyle Pr.
“catch reurly' have incerrect indentation level 16, expected level should be 4. MainServerja... /VersionCPT/src/c... line 152 Checkstyle Pr..
“catch reurly' have incerrect indentation level 16, expected level should be 4. Server.java AVersionCPT/src/c...  line 47 Checkstyle Pr..
*catch reurly' have incorrect indentation level 16, expected level should be 4. Server.java AersionCPT/src/c...  line 73 Checkstyle Pr..
‘catch reurly' have incorrect indentation level 16, expected level should be 4. Server java MersionCPT/src/c..  line 86 Checkstyle Pr.
‘catch reurly' have incorrect indentation level 24, expected level should be 4. Server java ersionCPT/src/e.. line 172 Checkstyle Pr
‘catch rcurly' have incorrect indentation level 24, expected level should be 6 MainServer ja_. /JersionCPT/src/c..  line 64 Checkstyle Pr
‘catch rcurly' have incorrect indentation level 24, expected level should be 6. Serverjava /VersionCPT/src/c... line 44 Checkstyle Pr.
‘catch reurly' have incorrect indentation level 24, expected level should be 6. ServerThread.... /VersionCPT/src/c..  line 216 Checkstyle Pr.
“catch reurly' have incerrect indentation level 24, expected level should be 8. ServerThread.... /VersionCPT/src/c... line 96 Checkstyle Pr..
“catch reurly' have incerrect indentation level 24, expected level should be 8. ServerThread.... /VersionCPT/src/c... line 130 Checkstyle Pr..
*catch reurly' have incorrect indentation level 32, expected level should be 6. Server.java AersionCPT/src/c...  line 167 Checkstyle Pr..
‘catch reurly' have incorrect indentation level 32, expected level should be & Server java MersionCPT/src/c.. line 195 Checkstyle Pr.
‘catch reurly' have incorrect indentation level 32, expected level should be & MainServer ja_. /VersionCPT/sre/c.. line 126 Checkstyle Pr
‘catch rcurly' have incorrect indentation level 32, expected level should be & MainServer ja_. /VersionCPT/src/c.. line 131 Checkstyle Pr
‘catch rcurly' have incorrect indentation level 32, expected level should be & MainServerja... /VersionCPT/src/c.. line 159 Checkstyle Pr.
‘catch reurly' have incorrect indentation level 32, expected level should be &. MainServerja.. /VersionCPT/src/c..  line 164 Checkstyle Pr.
‘catch’ child have incorrect indentation level 17, expected level should be 6. Server.java NersionCPT/src/c...  line 98 Checkstyle Pr..
‘catch’ child have incorrect indentation level 17, expected level should be 6. Server.java AVersionCPT/src/c...  line 101 Checkstyle Pr..
‘catch’ child have incorrect indentation level 24, expected level should be 6. MainServerja... /VersionCPT/src/c... line 90 Checkstyle Pr..
‘catch’ child have incorrect indentation level 24, expected level should be 6. MainServerja_. AersionCPT/src/c..  line 91 Checkstyle Pr.
< > ‘catch’ child have incorrect indentation level 24, expected level should be 6. MainServerja . AersionCPT/sre/c line 117 Checkstyle Pr. v
Rl ST {ame 7
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FindBugs

e Level 3

* It is an open source program which looks for bugs in Java code
— Operates on Java bytecode, rather than source code
— Source code also available

FlndBu s

IDCC.ELII"'{E lt 5 Cﬂ"i‘}’

I Q%DEPENDAELE SOFTWARE KONKUK 3 6
J n,_;,‘q LABORATORY KUI.M‘\-*EILSI'I‘T
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FindBugs

e |nstall

— Install new software -> http://findbugs.cs.umd.edu/eclipse

 project -> properties -> Findbugs -> enable

&

File Edit

Project

Run Window Help

F e
e 22| = O

BES|e ~
= pOS

ERCAIES 4 A R

M) MainServerjava £

1 package controller;
2

G- Oy~ P Iw

v o
= a

~m

= outline 53 [§] Task List

@ controller

& s

[ Traceabilityanalyz
v 2 VersionCPT
e

=\, JRE System Lil
test et

3@ import java.io.FileInputStream;[]

11
12
13

B

15
16

public class Ma

private fin

private Adm

public stat
new Mai
}

public Main
boolean

isConne
f*syster

try {
SVS
socl

con
adm:

8] Properties for VersionCRT

type filter text
Resource
Builders
FindBugs
Java Build Path
Java Code Style
Java Compiler
Java Editor
Javadoc Location
Project Facets
Project References
Run/Debug Settings
Task Repository
Task Tags
Validation
WikiText

FindBugs

rver
bt - int
Bock

k

nable project specific settings

[ Run automatically, o on full build)

analysis effort | Defautt

Store issue evaluations in: | (cloud disabled)

Reporter Configuration  Filter files Plugins and misc. Settings = Detector configuration

Minimum rank to report: 1

(1 is most severe, 20 is least) Minimum confidence to report: | Medium
15 (Of Concern)

Reported (visible) bug categories rank as

2d practice

[ Malicious code vulnerability

orrectness.

Mark bugs with

Scariest: | Wamning

Scary. wamning ~

erformance Troubling: | Warming ~

O security
odgy code

Of concem: |Warming ~

nnList
kList

minP
in(String(l)
inserver()

t(boolean)
/eObjectl)
dObject)

[ experimental
ultithreaded correctness

[ internationalization

Restore Defaults

Cancel

Ne metrics available for selection. To calculate and display metrics

2) select 2 proiect and enable the metrics from its context menu,

EONEUK

<
{2 VersionCPT

TUNTVERSITY

EPENDABLE SOFTWARE
LABORATORY

1 ensure you are in a Java perspective using the package explorer,

ElRwWe e -

=00 B3I Y= 0O

@7 8|
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FindBugs

 Detector configuration

— Searching rule setting
*Enable/disable

i@} Properties for VersionCPT

type filter text
Resource
Builders
FindBugs
Java Build Path
Java Code Style
Java Compiler
Java Editor
Javadec Location
Project Facets
Project References
Run/Debug Settings
Task Repository
Task Tags
Walidation
WikiText

FindBugs

O x

=0 - w

Enable project specific settings

Configure Workspace Settings...

[JRun automatically,

Reporter Configuration  Filter files  Plugins and misc. Settings Detector configuration

(alsc on full build), analysis effort | Default ~

Store issue evaluations in: | (cloud disabled) ~

Diisabled detectors will not participate in FindBugs analysis.

‘Grayed cut' detectors will run, however they will net repert any results to the Ul

] show hidden detectors

EPENDABLE SOFTWARE
LABORATORY

Detector id Pattern(s) Speed Provider Category &
AppendingToAnObjectOutputStream 10 fast FindBugs Correctness
AtomicityProblem AT fast FindBugs Multithreaded cor...

[] BadAppletConstructor BAC fast FindBugs Correctness
BadResultSetAccess sSaL fast FindBugs Correctness
BadSyntaxForRegularExpression RE fast FindBugs Correctness
BadUseOfReturnValue RV fast FindBugs Dodgy code
BadlyOverriddenAdapter BOA fast FindBugs Correctness
BooleanReturnhull MNP fast FindBugs Bad practice

[ callTeUnsupportediethod om fast FindBugs Dodgy code

[] CheckExpectedWarnings FB fast FindBugs Correctness
CheckimmutableAnnctation JCIP fast FindBugs Bad practice
CheckRelaxinghullnessAnnotation MNP fast FindBugs Dodgy code

[ rheckTunarnalifiare T clar FinARnns arrertnece Madn &
< >
Detector details

edu.umd.cs.findbugs.detect FindSpinLoop A
This detecter locks for lcops that spin reading from a field.

Reported patterns: o

Restore Defaults

Cance
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B

FindBugs

« Example - InfiniteLoop

E Properties for VersionCPT

O X

= v w

Configure Workspace Settings...

type filter text FindBugs
Resource
] Enable project specific settings
Builders pre) pe g
FindBugs

Java Build Path [JRun automatically, (also on full build),
Java Code Style
Java Compiler
Java Editor
Javadoc Location
Project Facets
Project References

Run/Debug Settings

Store issue evaluations in: | (cloud disabled)

[] Show hidden detectors

analysis effort | Default  «

Disabled detectors will not participate in FindBugs analysis.
'Grayed out' detectors will run, however they will not report any results to the UL

Reporter Cenfiguration  Filter files  Plugins and misc. Settings Detector configuration

Task Repository Detector id N Pattern(s)  Speed Provider Category Al
Task Tags InconsistentAnnotations NP fast FindBugs Dodgy code
Va_li@ation [ InefficientindexOf o] fast FindBugs Performance
WikiText [ InefficientinitializationinsideLoop L fast FindBugs Performance
[ InefficientMemberAccess IMA fast FindBugs Performance
[ InefficientToArray ITA fast FindBugs Performance
‘v InfiniteLoop IL fast FindBugs Correctness
1 InfiniteRecursiveLoco IL fast FindBuas Correctness b
< >

Detector details

edu.umd.cs findbugs.detect InfiniteLoop
Looks for an infinite loop.

Reported patterns:

Plugin: edu.umd.cs findbugs.plugins.core
Version: 3.0.1-dev-20170525-UNKNOWN

IL_IMFIMITE_LOOP (IL, CORRECTMESS): An apparent infinite loop

Provider: FindBugs project (http://findbugs.sourceforge.net)

Restore Defaults

EPENDABLE SOFTWARE ®
LABORATORY

Cance

39


http://cse.konkuk.ac.kr/

FindBugs

* Report setting

— Reportz dded =5 48 5

i8] properties for VersionCPT O *
type filter text FindBugs =1 - -
R . !
BE?IZL;:E‘E Enable project specific settings Configure Workspace Settings...

FindBugs )
Java Build Path [ Run automatically, talso on full build), analysis effort | Default

Java Code Style
lava Compiler
Java Editor Reporter Configuration  Filter files  Plugins and misc. Settings Detector configuration
Javadoc Location
Project Facets
Project References
Run/Debug Settings
Task Repository

Store issue evaluations in: | (cloud disabled) -~

Minimum rank to repert: I

{1 is most severe, 20 is least) Minimum confidence to report: | Medium

15 (Of Concern)

Task Tags Reported (visible) bug categories Mark bugs with ... rank as:
Validation [Bad practice Scariest: | Warning
WikiText - .

[IMalicious code vulnerability :

Scary: Warning

Correctness

Performance Troubling:  |Warning ~

[ security Of concern: |Warning ~

Dodgy code

[] Experimental

Multithreaded correctness
[JInternationalization

Restore Defaults

EPENDABLE SOFTWARE
LABORATORY

@ coc
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FindBugs

« Execution
— Find Bugs click

« XML generation is possible

EPENDABLE SOFTWARE
LABORATORY

i@} workspace - Java EE - VersionCPT/src/controller/MainServer java - Eclipse

File Edit
M- ®-
5 Proj.. 52

B %G|

= POS

=

-2 TraceabilityAnalyz

Source  Refactor

=

v E—:ﬂ VersionCPT

B src (]
= JRE!
test.

= @ o

EE

Eiw|m

[
| R

| 1J] ServerThread java

e

2

Mavigate Search Project
22 R|FRIFE-O-RQiF O I®O AP

4] MainServerjava &2

1 package controller;

3® import java.io.FileInputStream;[]

11

13
MNew

Go Into

Show In

Copy
Copy Qualified Mame

Paste

Delete

Remove from Context
Build Path

Refactor

Import...
Export...

Find Bugs

Refresh

Close Project

Close Unrelated Projects

Validate

Show in Remete Systems view
Run As

Debug As

Profile As

Restore from Local History...
Team

Compare With

Configure

Source

Properties

12 public class MainServer {

Alt+Shift+\W »

Ctrl+C

Ctrl+v
Delete
Ctrl+Alt+Shift+ Down
>
Alt+Shift«T »

F3

Alt+Enter

Run  Window Help

nnlist;

rgs) {

—

&% Find Bugs
B Clear Bug Markers
B Save XML

B Open Analysis Results in Editor
= [pad XML

ch block

ress = InetAddress.getlocalHost();
"[Address]" + address + " Connected”);

H
nnection established");

= new ServerThread(sock, adminP);

]


http://cse.konkuk.ac.kr/

FindBugs

o9

b Bug Explorer 12 = B8

—_
»Wll¢ 3y BE -
w [ VersionCPT (4)
v 4 Scary (1)
v & High confidence (1)
~ #& An apparent infinite loop (1)
{3 There is an apparent infinite
v {2 Troubling (3)
48 Normal confidence (3)

Explorer

< >
EPENDABL|

% Bug Reviews 51

Cloud info:

ﬂ workspace - FindBugs - VersicnCPT/src/contreller/MainServer java - Eclipse

File Edit Source Refactor Mavigate Search Project Run  Window Help

D% -0 -Q-i®E FiP

o B (b v 5] -t OO - -

| MainServerjava 53

io.FileInputStream;[]

public class MainServer {

final int port = 50808;
ServersSocket svSock;

Socket sock;
ArraylList<ServerThread> connlist;
Arraylist<Socket> socklist;
AdminProject adminP;

1 package controller;
2

3% import java.
1

2

3

4 private
5 private
6 private
7 private
3 private
9 private

(no cloud selected)
Mo signin required

LABOI :#! There is an apparent infinite loop in new controller MainServer() [Scary(8), High confidence]

>
|m

m

0

o

48 Bug Info 52

MainServer.java: 46

= Navigation

There is an apparent infinite loop in new controller MainServer)

Local variable named isCennected
At MainServerjava:[line 29]

#|pw -0

Bug: There is an apparent infinite loop in new controller MainServer() ~

This loop doesn't seem to have a way to terminate (other than by perhaps throwing an
exception).

Rank: Scary (8). confidence: High
Pattern: [L_INFINITE_LOOP
Type: IL. Category: CORRECTNESS (Correctness)

XML output:

<BugInstance type="IL_INFINITE_LOCF" prioricy="1" rank="g" abbrev="IL" cate
<Class classname="controller.MainServer">
<Sourceline classname="controller.MainServer" sourcefile="MainServer.ja
</Class>
<Method classname="controller.MainServer"” name="<init>" signature="()}V"™ i
<Sourceline classname="controller.MainServer" start="2:5" end="71" start
</Method>
<Sourceline classname="controller.MainServer" start="46" end="46" startBy
<LocalVariable name="isConnected" register="1" pc="98" role="LOCAL_VARIRE
«<Sourceline classname="controller.MainServer" start="29" end="29" startBy
</BugInstance>
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JDepend

* Level 2
— Help -> Eclipse Marketplace -> jdepend &= ZHA

9 work col J Ec| - [m] X
File Edit Scurce Rs or Navigate Search Project Run  Window Help
@ EHiN BN RRERE OB OSSP e BHE DRI G [quick access| | e | [53]8 4 p
[f5Proji. 32 = B [J] ServerThreadjava M MainServerjava 52 | [J] AdminUserjava [4] AdminProject java = B Bz Outline 32 [ List = B
E|G==D| e v W 16 private Socket sock; ~ 8 BAERY e ‘Ql'l A
& pos L4 17 private Arraylist<ServerThreads cennlist; controller
b Ll 18 private Arraylist<Socket> socklist; ) Eclipse Marketplace 0O % i
% sre V) 19 private AdminProject adminP; v 2. MaFmSGr\.'er
= TraceabilityAnalyz 28 . af port:int
- Ecl Marketpl:
W VersionCET 1215 public static void main(string[] args) { ipse Marketplace o svsock
. 22 new MainServer(); Select solutions to install. Press Install Mow to proceed with installation. o sock +
b 23 ¥ Press the "more info" link to learn more about a solution o
p 22 o connList
Q] 255 public MainServer() { Search  Recent Popular Faverites Installed | Language Server Protocol 101 [+ [ o socklist A
26 boolean isConnected = false; Eind: jdepend L Al Markets | [all cat wir: o adminP : A )
5 inct: jdepend] 2 7 ar 2gories ° @ ° main(Stringl) : void
&z ;g = T SR =y dagc @ " MainServer(
4 isConnected = init(isConnected); JDepend4Eclipse 1.2.4 :
5 e /*System.out.println("Server Listening.. P P o init(boolean)
31 JDepend4Eclipse plugin for Eclipse is a wrapper for running JDepend @ SaveCbject)
;] 32 try { frem within Eclipse. - What is JDepend? (frem www.clarkware.com): r] s ReadObject() :
;J 33 svSock = new ServerSocket(port); JDepend traverses a set of... more info @ exitq) : void
falEn socklist = new Arraylist<Socket>(); by Andrey Loskutov, EPL B
K 35 connlist = new Arraylist<ServerThread>(); M rar—
):] 36 adminP = new AdminProject(); java jdepend dependencies packages guality ...
)%J z =it Rl newis e eieno Ty (s J 60 || installs: 17.1K (278 last month) Install
)j 39 isConnected = true;
Kl 40 } catch (IOException e) {
£ a1 // TODO Auto-generated catch block
Kl a2 e.printStackTrace();
9.] 43 System.out.println(“init");
# s }
a5 =/
46 while (isConnected) {
Ll a7 trw I
[£] Markers 52 44 S D @ ¥ =0
42 errors, 2,429 warnings, 104 others (Filter matched 375 of 2575 itg
Description Type &
‘catch reurly' have incorrect indentation level 16, expecte Checkstyle Pr.
‘catch reurly' have incorrect indentation level 16, expectes Checkstyle Pr...
"catch reurly' have incorrect indentation level 16, expecte Checkstyle Pr...
"catch reurly' have incorrect indentation level 16, expecte Checkstyle Pr...
& 'catch reurly’ have incorrect indentation level 16, expectes Checkstyle Pr...
"catch reurly' have incorrect indentation level 24, expecte Checkstyle Pr...
& 'catch reurly’ have incorrect indentation level 24, expectes Checkstyle Pr...
‘catch reurly' have incorrect indentation level 24, expecte Checkstyle Pr...
‘catch reurly’ have incerrect indentation level 24, expecter Marketplaces Checkstyle Pr...
‘catch reurly’ have incerrect indentation level 24, expecter Checkstyle Pr...
‘catch reurly’ have incorrect indentation level 24, expecter ‘ Checkstyle Pr...
‘catch reurly’ have incorrect indentation level 32, expecter K Checkstyle Pr...
‘catch reurly’ have incorrect indentation level 32, expecter Checkstyle Pr...
‘catch reurly’ have incerrect indentation level 32, expecte Checkstyle Pr...
‘catch reurly’ have incerrect indentation level 32, expecte Checkstyle Pr...
‘catch reurly’ have incerrect indentation level 32, expecte Checkstyle Pr...
"catch reurly’ have incorrect indentation level 32, expecte ® < Back Install Now = Finish Cancel Checkstyle Pr.
"catch’ child have incorrect indentation level 17, expected Checkstyle Pr.
@& 'catch’ child have incorrect indentation level 17, expected level should be & Server java MersionCPT/src/c. line 101 Checkstyle Pr.
‘catch’ child have incorrect indentation level 24, expected level should be 6. MainServer ja.. AersionCPT/src/c . line 90 Checkstyle Pr.

‘catch’ child have incorrect indentation level 24, expected level should be 6. MainServer ja_. MersionCPT/src/c. line 91 Checkstyle Pr.
EPENDABLE SOFTW/ € > ‘catch’ child have incorrect indentation level 24, expected level should be 6. MainServerja... AersionCPT/src/c line 117 Checkstyle Pr. v
LABORATORY. Writable Smart Insert | 21:43
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B

JDepend

« Source code?l U= =G

MEH 2 JDepend run

EPENDABLE SOFTW/

@] workspace - JDepend - VersionCPT/src/model/Choice java - Eclipse
File Edit Source Refactor

N RGO %0 -ieE P

% Packages 12
~ i controller
@ AdminProject class
@ AdminProject java
© AdminUser.class
© AdminUserjava
@ Adminver class
@ Adminverjava
© Main.class
© Mainserver.class
© Mainserver java
@ serverclass
@ serverjava
© ServerThread.class
© serverThread java
~ Hi model
@ Category.class
(c] Categoryjava
© Cchoice.class
@ choicejava
@ Constraints.class
@ Constraints java
© opinion.class
O opinion.java
@ version.class
@ Version java

Mavigate Search Project Run

B Metrics 52 =

Instahility -=

LABORATORY

Window Help

= Bl Mit] ~5l vt~

@ | B E < = 8 |8 Dependencies 3

Selected object(s)

[qwick Access] | a5 | 58 &' 4 P [Fm

[m]

X

= 0

Package CC(concr. AC(abstr Ca(aff) Ce(eff) A | D Cycle!
£ controller [ 0 0 1 0.00 1.00 0.00

£ model 5 ) 1 o 0.00 0.00 1.00
Packages with cycle

Package CClconcr... AC(abstr.. Ca(aff) Ce(eff) A D Cycle!
Depends upon - efferent dependencies

Package CClconcr... AC(abstr.. Caiaff) Ce(eff) | D Cycle!
£ model 5 Q 1 0 0.00 0.00 1.00
Used by - afferent dependencies

Package CC(concr. AC(abstr Ca(aff) Cefeff) | D Cycle!
£ controller [ ] 0 1 0.00 100 0.00

|

44
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JDepend

CC :: Concrete Class QIE{I|O| AL} =4 22 ATt Of:l Concrete Class 2| =& LIEHH
AC :: Abstract Class &4 AL QIEH I 0|A QS| ~& LtEtL T =HEdol M7t &

x : Afferent Couplings @Al T{7|X|S| SefiA0 S|ESt U= TH7[X|2] =F LIEFLHT 2o
457r |

Ce :: Efferent Couplings S T{7|X|2| ZefAS0| /&St = W7 |X|e| =F LIEIHEH =E S
of ML} =

A :: Abstractness ( A = AC/CC+AC ) &=t 3 LIEFLDY, 0 2 FMA S WZ[XIE, 1 2 F&H
Ol Tj7|X| £ L}t

Instablllt (1 = Ce(Ce+Ca)) B30 CHst OHH S LIEHLHTH 0 £ E 1 7
9l$ POHE ne = j7[X[0]H 1 2 A2 Heo|le g 258 = U= WX E LIEHE

D :: Distance to Main Sequence Main Sequence 25 E29| H2|E LIEILHH, 0 % Main Sequence
oFotM 747D 1 2 oFF ™ AFEe], Main Sequence2t O[AYS Of Tj7|X| 2 & 4= 0] RlA o
R E 0| 7Lt SFF A ZO|BIA] SOV S Ij7| K| = L}EHLH

Ycle Package dependency cycles {7 |X| & &= 740 Q|EH 2 7HX| 11 US [If Llg ot F2
A20|7| [[H--Oﬂ 310 Of0|E22&E HOH

'DEPENDABLE SOFTWARE

B

EONEUK
LABORATORY KU UNTVERSITY 4 5
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SonarQube
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HF 3T . .
= H - Static Analysis
« ZIAt MZE team@| source codeE M2 static analysisE =&, 21F &
ol M (BTE or AFN BA £7 17 #EA E3
_ M EPE E BS £S5 3 ASEA M

4, 3

ot

- =X 21t T critical o RS0 tiet 24T H

4,1

1, 2

2,3

8,7

8, 5

5 6

N NI WIN|=—

6, 7
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